
IRS Refund Scam 

 
This type of scam happens every year around tax time. I received the below 

email yesterday: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The email looks good. On the header it says it’s from the IRS. If you opened 

the header and looked up the originating IP address it does not belong to the 

federal government. 

 

If you opened the link, it would bring you to the following site: 

 

 

 

 

 

 

 

 

 

 

 



The IRS does provide a site to determine where your refund is, but it does 

not ask your mother’s maiden name or your date of birth. That is one clue 

that this site is not official. Another clue is the internet address. The correct 

address for checking on your IRS return is: 

 
https://sa1.www4.irs.gov/irfof/lang/en/irfofgetstatus.jsp 

 

and the phishing site’s address is: 

 
http://whatpride.com/.a/refundtax/SearchTAX.php 

 

Although this site will be shut down very soon, another one will open. If you 

receive any similar emails, do not respond and forward them to: 

 
Phishing@irs.gov 

 

If you have any questions please about this scam or any other scam please 

contact your police department.  

 

Chris Carey, Detective, Holden Police Department 

508-829-4444 


